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Project

https://github.com/buskill



  

The Kill Cord

Boats, Jetskis     Treadmills



  

Laptop Kill Cord



  

The Problem

Source: cpj.org/data/



  

Unlawful Raids
Targeting Activists, Political Prisoners



  

Why?

FDE, 2FA, etc
●Limitations in physical attacks
(after auth)

●How to auto "un-auth"
(when replaced at the helm)



  

Solutions

●Bluetooth
+ lots of options
+ convenient
- Designed to unlock (insecure)
- Unreliable tech (tuned slow)
- High attack surface (radio)



  

Solutions

●Lasers
- false-negatives



  

Inception
●  Created for Travel

●DIY Guide (2020)
Hacker News  Press Explosion→



  

Linux-only (udev)

● 2017 – Initial Dev,  QubesOS Only
● 2020-01 Windows CLI port by community
● 2020-06 GUI App

● Windows 10 (PyInstaller)
● MacOS (DMG)
● Linux (AppImage)

● 2020-10 GUI App v0.4.0 Released



  

Libre Hardware

https://github.com/BusKill/usb-a-magnetic-breakaway

Interdiction?



  

Free Software

https://github.com/BusKill/buskill-app



  

Self-Destruct
(in 5.2 seconds)



  

Get Involved
docs.buskill.in

Attribution
● Michael Altfield
● cyberkryption
● Steven Johnson
● Jacob Neplokh
● Melanie Allen

Roadmap

Hardware
● 3D-Printable Magnetic Breakaway

Self-Destruct Triggers
● Veracrypt
● FileVault
● BitLocker

CI, DevOps, QA
● Reproducible Builds
● More OS Testing

Python Dev Roadmap
● Shutdown trigger
● Port to Android/iOS



  

Self-Organized Talk

@MichaelAltfield
 

michaelaltfield.net
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